
Overview of Defense in Depth



• US Cybersecurity & Infrastructure Security Agency

– Best Practices for Industrial Control Systems

• How to Use a Scoring System when Performing a Risk Assessment

• Matrix Technologies

More information and resources
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https://www.us-cert.gov/
https://www.cisa.gov/sites/default/files/publications/Cybersecurity_Best_Practices_for_Industrial_Control_Systems.pdf
https://matrixti.com/matrix-on-manufacturing/how-to-use-a-scoring-system-when-assessing-risks/
https://matrixti.com/


• A concept that evaluates security using a layered-approach and accomplishes security 

improvement through fortification of each layer.

What is Defense in Depth?
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• Vulnerability

– Absence or weakness of a safeguard that could be exploited.

• Threat actor or threat agent

– An entity that takes advantage of a vulnerability.

• Threat

– Any potential danger that a vulnerability will be exploited by a threat agent causing 
harm to an asset.

• Risk

– Likelihood of a threat agent taking advantage of a vulnerability and having a business 
impact. The loss potential.

• Safeguard (aka Counter-measure or Control)

– Software or hardware configuration or a procedure that eliminates a vulnerability or 
reduces the risk of a threat agent from being able to exploit the vulnerability.

• Exposure

– An instance of being exposed to losses from a threat.

Terminology
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• Threat agents appear in a variety of forms:

– People, organizations, physical phenomenon, nature.

• Intention is not a factor in determining what is or is not a threat agent. All that is 

required is the ability to take advantage of a vulnerability.

• Threats your business may face:

– Loss of physical equipment and inventory, loss of opportunity.

– Theft of digital content, thoughts, ideas, plans, and intellectual property.

Threats and Threat Agents
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Evaluating Vulnerabilities - Examples
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Your Facility or Process

Data – Anyone can access process databases and historians with critical 
process data and intellectual property.

Application – Plant personnel share a single username and password to 
access HMIs. The password never changes.

Server/Host – Physical computing machines are connected to wall 
outlets on a single circuit.

Network – Computing systems in the industrial control system 
have access to the internet.

Physical – Anyone can plug in USB devices and SD cards of their choice 
into workstations, servers, and PLCs in the plant.

Policy – during a fire or natural disaster, there is no record of who is in a building 
or specific areas at a given moment.
Procedure – Even if there is a badge reader, anyone entering the facility can 
hold the door for others to enter (tailgating).
Awareness – Unknown people doing work in unexpected locations or at 
unexpected times goes unnoticed.



Determining Risk

Overview of Defense in Depth

Low Impact

Low Probability

Medium Impact

Low Probability

High Impact

Low Probability

Low Impact

Medium 
Probability

Medium Impact

Medium 
Probability

High Impact

Medium 
Probability

Low Impact

High Probability

Medium Impact

High Probability

High Impact

High Probability

1

1. A bot locates an ICS with Internet access 

and executes a Denial of Service attack 

on PLCs, resulting in improper operation 

and loss of product.

2. During a fire, an employee reports to the 

wrong muster station. Combined with a 

lack of records of on-site employees, the 

fire department searches for the 

employee for an extended length of time.

3. Power outages that occur during frequent 

severe weather cause data corruption, 

requiring restoration from backups and 

lost production time.
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Implementing Counter-measures - Examples
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Your Facility or Process

Data – Encrypting data at rest and only enabling specific roles or 
accounts to decrypt that data.

Application – Restricting access to certain application functions through 
the use of role-based security and per-user accounts and passwords.

Server/Host – Redundant power backed up by Uninterruptable Power 
Supplies or generators to extend uptime in the event of a power loss.

Network – Leveraging firewalls to block direct internet access from an 
industrial control system.

Physical – Using hardware to prevent connecting unauthorized USB 
drives to plant computing devices.

Policy – accountability through the attribution of actions, such as recording who 
enters and exits a building or specific areas.
Procedure – Each person must enter the facility  one at a time.
Awareness – Employees should, given their role, know who they typically work 
with. Observing unknown people in unexpected locations or at unexpected 
times comes across as suspicious and is reported to security personnel.



• Risk mitigation efforts are often reactive.

• Increasing overall visibility to vulnerabilities enables being proactive.

• CISA’s 2019 Most Prevalent IT and OT Weaknesses:

– Boundary Protection (not detecting unauthorized activity)

– Principle of Least Functionality (granting too much access)

– Identification and Authentication (lack of traceability)

– Physical Access Control (unauthorized physical access to machines)

– Account Management (unapproved access from shared accounts)

Becoming Proactive
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Becoming Proactive
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• Vulnerabilities can exist at all levels of your facility and systems.

• Threats result from a threat agent exploiting a vulnerability. 

• The actions of threat agents may be malicious, accidental, or happenstance.

• Threats result from both external and internal threat agents.

• Raise awareness to vulnerabilities.

• Implement counter-measures as applicable to your site or facility.

• Be proactive.

Defense in Depth
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